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[bookmark: _Toc196892768]Introduction
This LI-COR Cloud Web Services Developer's Guide describes how external clients can use available API endpoints to obtain data from devices within their organizations. It applies to the next generation LI-COR Cloud API v1, introduced in 2024.
[bookmark: _Toc196892769]Required Technical Capabilities
Using LI-COR Cloud’s web services requires the following technical capabilities:
· REST web services client development experience
· Access to a LI-COR Cloud organization account, or a contact for that account, to generate API token credentials (see API Tokens for required User Roles)
· Serial numbers of LI-COR Cloud HOBO devices in the LI-COR Cloud organization account (may include RX Remote Monitoring Stations and MX Data Loggers)
[bookmark: _Toc196892770]API Tokens
The LI-COR Cloud website offers management of API tokens for each organization account.
Organization users in the roles of Account Owner or Device Admin are able to generate new API tokens using these steps:
1. Log into LI-COR Cloud with the desired organization.
2. Visit Data > API.
3. Click button to Add Token.
4. Provide a Token Name to identify the token for management in future.
5. Click Create button to generate a new API token.
6. In list of tokens, identify the token you have just generated by Name and Created At.
7. Copy token by clicking provided duplication icon button.
API token is ready to be used in web services code or distributed via secure means to a web developer.
Important Notes:
· Tokens only have access to the API endpoints described in this document.
· Tokens can only access data recorded by devices in the same organization account.
· Tokens can be disabled by account users with appropriate user roles by deleting the token from the API Tokens list in LI-COR Cloud.
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The GET Data endpoint is used to request data for specific device serial numbers within an organization.
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This endpoint takes query parameters to indicate the device(s) and the time frame of data being requested.
· HTTP method: GET
· URI: /v1/data
· Authentication: Bearer scheme token
· Consumes Content-Type: N/A (no request body)
· Produces Content-Type: "application/json;charset=utf-8"
· Query parameters required (see table below)
[bookmark: _Toc196892773]GET Data Query Parameters
	Query Parameter
	Required
	Details

	loggers
	Yes
	· A comma-delimited list of device serial numbers that data is being requested for
· Example: “10636365,10665731”
Note: Client implementations should encode URLs, such that final request contains only allowed URL characters. (“10636365%2C10665731”)
· List is limited to 10 serial numbers per request
· Token organization must "own" the device data you are requesting, meaning that stations were registered on that account at time of data upload or app was logged in under that account when standalone loggers were read out and data pushed to cloud

	start_date_time
	Yes
	· Start date and time of requested time frame, inclusive, in UTC time zone (GMT+0)
· Format: yyyy-MM-dd HH:mm:ss
· Example: “2024-01-01 13:00:00”
Note: Client implementations should encode URLs, such that final request contains only allowed URL characters. (“2024-01-01+13%3A00%3A00”)
· Start date must be within past year; API cannot provide data older than one year

	end_date_time
	Yes
	· End date and time of requested time frame, inclusive, in UTC time zone (GMT+0)
· Format: yyyy-MM-dd HH:mm:ss
· Example: “2024-01-01 14:00:00”
Note: Client implementations should encode URLs, such that final request contains only allowed URL characters. (“2024-01-01+14%3A00%3A00”)
· End date must be at or after start date 


[bookmark: _Toc196892774]GET Data Request Limitations
· Data is only available for past year. Older time frames are not available via the GET Data endpoint.
· Only 100,000 data observations can be returned per request. Requests that return too much data will return truncated results with a boolean flag to indicate max data was exceeded.
· Clients are limited to 60 requests per minute. Exceeding that rate will return HTTP status code 429, error code SYS-002 for too many requests. 
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The production API documentation website can be found at https://api.hobolink.licor.cloud/v1/docs/
· Use Authorize button at top of documentation to open list of Available authorizations.
· Copy/paste your generated LI-COR Cloud API token into the BearerAuth Value.
· Click Authorize to save token for authentication.
· Click Close to exit Available authorizations.
Note: If you need to edit token, you can revisit Authorize and use Logout to reset state.
· Locate GET /v1/data in the list of available endpoints and click heading to expand.
· Click Try it out button to activate entry of requests.
· Fill in required Parameters, using this document and hints in the API documentation website to format them correctly.
· Click Execute to test request. The token entered in Authorize and your Parameters will be used to format and execute the request against the API.
· Responses section will update with:
· Curl example, showing example of command line call
· Request URL with all parameters appended and encoded
· Server response, including Code, Response body, and Response headers
· Note that below the current response, there is a section labeled Responses that provides a quick reference of possible response codes and details.
Please note that API documentation website site can become unresponsive with very large result sets; please test with small time frames to start.
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· HTTP status code: 200
· Content-type: application/json; charset=utf-8
· Response content: See JSON format example below
· Data is returned from start to end date times, inclusive
· Data is returned for all logging sensors and calculated channels on the requested device(s), logged within the organization of the provided API token
· Empty results lists will be returned for both no data found in requested time frame and no organization devices found for requested serial numbers
· Total number of data observations that can be returned is limited to 100,000 observations per request.
If results of request exceed that amount, a boolean flag is set in JSON response that indicates more data is available.
Client must query fewer devices or a smaller time frame until all data can be returned.
· Measurement and units of data values returned are dictated by unit system device is configured in and optional scaling configuration of the sensor logging the data:
· Device configured for SI units, sensor scaling not enabled: SI values
· Device configured for US units, sensor scaling not enabled: US values
· Sensor scaling is enabled: Scaled values (device units configuration is used to determine input values before scaling is applied)
· Data is returned as exists in system at time of request. The returned data may contain missing points or gaps, as transfer to LI-COR Cloud depends upon device connectivity to LI-COR Cloud and wireless sensor mote connectivity to parent RX station. Web service requests can be made for historic time frames to try to recover missing data at a later time.
GET Data Success Response Body JSON Example
{
  "message": "OK: Found: 84 results.",
  "max_results": false
  "data": [
    {
      "logger_sn": "10665731",
      "sensor_sn": "875394-1",
      "timestamp": "2017-04-12 22:42:00Z",
      "data_type": "CURRENT",
      "data_type_id": "1",
      "value": 0.0006103515625,
      "unit": "V",
      "sensor_measurement_type": "Voltage"
    },
    {
      "logger_sn": "10665731",
      "sensor_sn": "10651755-2",
      "timestamp": "2017-04-12 22:42:00Z",
      "data_type": "MINIMUM",
      "data_type_id": "2",
      "value": 50.004697441209146,
      "unit": "Scaled Units",
      "sensor_measurement_type": "Scaled Series"
    },
    {....}
  ]
}
GET Data Success Response Body JSON Field Details
· message - string, formatted message that includes number of results
· max_results - boolean, true/false
· If false, all data queried was returned in response.
· If true, all data queried could not fit in response.
Loggers list and/or time frame should be decreased to obtain all data.
· data - array of JSON objects in which each object represents a single data observation
· logger_sn - string, serial number of device
· sensor_sn - string, serial number of sensor
· timestamp - string, date time in format “yyyy-mm-dd HH:mm:ssZ”; always in UTC time zone (GMT+0 offset) (ex. “2024-01-01 13:00:00Z”)
· data_type - data_type_id - string, data type of sensor data observation
Note: data_type_id is provided for legacy compatibility, whereas data_type is a user-readable string representation of type
· “CURRENT” - “1” - Normal, non-statistics data (most sensors)
· “MINIMUM” - “2” - Minimum statistic
· “MAXIMUM” - “3” - Maximum statistic
· “AVERAGE” - “4” - Average statistic
· “STANDARD_DEVIATION” - “5” - Standard deviation statistic
· value - number, observation reading value in returned measurement type and units
· unit - string, unit of observation value
· sensor_measurement_type - string, measurement type of observation value
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· HTTP status codes: 4xx, 5xx series codes
· Content-type: application/json; charset=utf-8, if response from API generated
· Response content: If response has content, will adhere to JSON example below. Note that some client errors may produce no content.
GET Data Failure Response Body JSON Example
{
  "error": "VAL-034",
  "error_description": "Invalid request.",
  "message": "Devices are required for data lookup."
}
GET Data Failure Response Body JSON Field Details
· error - string, simple error code identifying which type of error was seen
· error_description - string, basic description of what type of error was seen (corresponds to error code)
· message - string, detailed message providing more context around the error
GET Data Failure Codes
	Error
	Status Code(s)
	Description

	SYS-001
	509
	System is busy.

	SYS-002
	429
	Too many requests.

	ATH-001
	401, 403
	Invalid token.

	VAL-001
	400
	Time period start time is null.

	VAL-002
	400
	Time period start time is in the future.

	VAL-004
	400
	Device serial number or user name is required.

	VAL-006
	400
	Bad query date format.

	VAL-008
	400
	An end time is required for time period with the “during” operator.

	VAL-034
	400
	Invalid request.

	DW-010
	500
	Failed to retrieve observations from data warehouse.
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